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BitLocker  
Drive Encryption

When million-dollar corporate secrets are at stake, a determined, knowl-
edgeable thief could swipe your laptop and steal the drive out of your PC. 
That’s why Microsoft  invented BitLocker. It encrypts your entire drive, 

including all of Windows itself.

If the bad guy tries any industrial-strength tricks to get into the drive—trying to 
reprogram the startup routines, for example, or starting up from a different hard 
drive—Bitlocker locks him out. Without your Microsoft account password, your 
corporate PC password, or your 48-digit recovery code, he’s dead in the hacking water.

You also get BitLocker to Go, a disk-encryption feature especially for removable drives 
like USB flash drives. Even if you lose your removable drive, it’s worthless to anyone 
without the password.

You don’t notice much difference when BitLocker is turned on. You log in as usual, 
clicking your name and typing your password. But if a malefactor ever gets his hands 
on the actual disk, he’ll be in for a disappointing surprise.

BitLocker for a Hard Drive
These days, Bitlocker gets turned on as part of the Windows 10 installation. (Win-
dows 10 Home is not included.) The moment you sign into your Microsoft account, 
or a Windows corporate network, the drive is encrypted. 

From now on, all you have to do is log in as usual; the drive is instantly and automat-
ically decrypted for your working pleasure when you log in, and re-encrypted when 
you log out, automatically and invisibly to you. In other words, evildoers would need 
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your PC’s password to get access to the files on its drive, even if they’ve managed to 
steal the drive out of your machine.

There is a recovery key—a 48-digit code that can override the encryption. Maybe 
you ran over your laptop, but the drive itself is still usable, and you’ve connected it 
to a new PC; at this point, Windows asks for the recovery key before showing you 
what’s on the drive.

If you don’t have that key, you can erase the drive, which you might do before selling 
your PC to someone else—but you can’t see what’s on it.

The recovery key gets stored online automatically, as part of your Windows account; 
if you’re on a corporate network, your system administrator can access it. 

You can also see the recovery key by signing in to your Microsoft account at https://
onedrive.com/recoverykey.

Bitlocker is meant to be invisible and automatic; there’s not much for you to manage. 

There is, however, a BitLocker Drive Encryption page of your Control Panel, where 
you can see if it’s turned on.

To see it, the quickest way is probably to type bitlock into the search box and select 
BitLocker Drive Encryption in the results. (You can also open the Control Panel, and 
then select System & SecurityÆBitLocker Drive Encryption.)

You see the display shown in Figure 1, listing each of your disks. (Under a separate 
heading, you see the icons of removable disks like flash drives. For them, see “Bit-
Locker to Go,” next.)

BitLocker for  
a Hard Drive

Figure 1: 
You get a separate Turn Off 
BitLocker link for each drive 
listed in the Control Panel.

https://onedrive.com/recoverykey
https://onedrive.com/recoverykey
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If you expand your drive’s heading, you’re offered these three options:

 • Suspend protection. Turns off the encryption for just this drive, just for now. The 
next time the PC starts up, BitLocker will turn back on. People sometimes use this 
option before updating Windows or the PC’s firmware, for example.

 • Back up your recovery key. Makes a safety copy of your 48-digit code. You’re offered 
a choice of three places to store it: Online, as part of your Microsoft account; saved 
to a text file; or printed on paper.

Note: You can choose more than one of these options. You can save it and print it, for example.

 • Turn off BitLocker. Shuts the feature down entirely on this drive. After all, you 
won’t work for the CIA forever.

For drives that aren’t the startup drive, you also get an option called “Turn on auto- 
unlock.” It means that, yes, you won’t have to enter your BitLocker password for the 
corresponding drive every darned time you turn on the PC. 

BitLocker to Go
Windows also offers a feature just for removable drives (mainly USB flash drives and 
memory cards): BitLocker to Go. It works the same way—Windows encrypts the 
drive, so nobody but you can view what’s on it—but it’s arguably even more useful, 
because removable drives are portable. It’s understood that you’ll be taking them out 
into the big dangerous world. You’re much more likely to lose a flash drive than to be 
the victim of a midnight hard drive–removal raid.

For this feature, Windows doesn’t create a password (or back it up) automatically. 

The steps go like this:

 1. Open the Control Panel, and select System & SecurityÆBitLocker Drive Encryp-
tion. 

You see the display shown in Figure 1, listing each of your disks. 

 2. Under “Removable data drives – BitLocker to Go,” find the icon of the drive you 
want to encrypt. Click “Turn On BitLocker” next to it.

After a moment, you get the message shown in Figure 2, top. It’s asking whether 
you want to use a password as the unlocking key, or a smart card that’s been issued 
to you by your corporate network geek. 

 3. Make your selection.

If you choose the password option, you’re now asked to make up a hard-to-crack 
one. Enter it twice.

If you chose the smart card option, insert the card into your computer’s reader.

BitLocker for  
a Hard Drive
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 4. Click Next.

Now you see a box like the one in Figure 2, bottom. Here again, Windows is helping 
you create a backup key, in case you forget the BitLocker password. It’s a 48-digit 
serial number. You have three ways to save it: to your Microsoft account (that is, 
you’re saving the key online), to a file on the computer, or as a printout.

 5. Choose where to save the recovery-key number, and then click Next.

That’s it. From now on, when you insert your flash drive into a Windows PC, you’ll 
be asked for its key.

BitLocker to Go

Figure 2: 
Top: The decision you 
have to make here is easy: 
Use the “smart card” 
option only if you work 
in a corporation where 
somebody gave you a 
smart card to use.

Bottom: Where do 
you want to store your 
last-ditch recovery key? 
Whatever you decide, 
don’t lose the darned 
thing. You’ll feel like an 
idiot if you attempt to stop 
a bad guy from getting to 
your files—and wind up 
stopping yourself from 
getting to them because 
you lost the passwords.


